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Let’s Dispel The Myths



Privacy ≠ Secrecy

Privacy is not about having 
something to hide



Privacy = Control



Privacy = Personal Control

• User control is critical

• Freedom of choice

• Informational self-determination

Context is key!



Privacy is Essential to Freedom:
A Necessary Condition for Societal Prosperity 

and Well-Being

• Innovation, creativity, and the resultant prosperity         
of a society requires freedom;

• Privacy is the essence of freedom: Without privacy, 
individual human rights, property rights and civil liberties – the 
conceptual engines of innovation and creativity, could not exist  
in a meaningful manner;

• Surveillance is the antithesis of privacy: A negative 
consequence of surveillance is the usurpation of a person’s 
limited cognitive bandwidth, away from innovation and creativity. 



Fair Information Practices



OECD Privacy Principles
(Fair Information Practices)

1. Collection Limitation

2. Data Quality

3. Purpose Specification

4. Use Limitation

5. Security Safeguards

6. Openness

7. Individual Participation

8. Accountability
Revised July, 2013



OECD Privacy Principles (cont’d)

1. Collection Limitation

– There should be limits to the collection of personal data;

2. Data Quality

– Personal data should be relevant to the purposes for 
which they are to be used;

3. Purpose Specification

– The purposes for which personal data are collected should 
be specified at the time of data collection;

4. Use Limitation

– Personal data should only be disclosed with the consent of 
the data subject or under the authority of law;



OECD Privacy Principles (cont’d)

5. Security Safeguards

– Personal data should be protected by reasonable safeguards;

6. Openness

– There should be a policy of openness: the means should 
be available to gain information about your personal data;

7. Individual Participation

– An individual should have the right to access any data 
relating to themselves and to challenge the accuracy of data;

• 8. Accountability

– A data controller should be accountable for complying with 
measures which give effect to the principles stated above. 



Privacy Laws

• Personal Information and Electronic Documents Act (PIPEDA)

• Digital Privacy Act (Amended PIPEDA)

• Freedom of Information & Protection of Privacy Act (Ontario)

• Personal Health Information and Protection Act (PHIPA)

• Sectoral privacy laws in the United States

European Union
• E.U. General Data Protection Regulation 



European Union Court of Justice :                                                   
EU-US Safe Harbor Framework Invalid

“The Court of Justice of the European Union 
(CJEU) has in its decision today declared 

that transfers of personal data from the EU 
to the US cannot rely on the Safe Harbor 

framework agreement.”

Privacy Laws & Business

October 6, 2015

http://www.privacylaws.com/Int_enews_6_10_15



EU Commission and United States agree on new 
framework for transatlantic data flows: 

EU-US Privacy Shield

“The EU-US Privacy Shield reflects the requirements set 
out by the European Court of Justice in its ruling on 6 
October 2015, which declared the old Safe Harbour 

framework invalid. The new arrangement will provide 
stronger obligations on companies in the U.S. to 

protect the personal data of Europeans and stronger 
monitoring and enforcement by the U.S. Department of 

Commerce and Federal Trade Commission (FTC).”

European Commission

February 2, 2016
http://europa.eu/rapid/press-release_IP-16-216_en.htm



Data regulators reject EU-US Privacy 
Shield safe harbour deal

“The pan-European data regulator group, Article 29, has 
criticised the Privacy Shield … proposed by the European 
commission over its lack of surveillance protection from the US 
government.”

“Isabelle Falque-Pierrotin, Chair of the group of Article 29 
working party, said an area of concern was “the possibility that is 
left in the Shield ... for bulk collection which, if massive and 
indiscriminate, is not acceptable.”

“Should modifications to the Privacy Shield … before its adoption 
in June not allay their fears, the agreement could be rapidly 
challenged in the courts.” Samuel Gibbs

The Guardian

April 14, 2016
https://www.theguardian.com/technology/2016/apr/14/data-regulators-reject-eu-us-privacy-shield-safe-harbour-deal



GDPR
General Data Protection Regulation
– Strengthens and unifies data protection for individuals 

within the European Union

– Gives citizens control over their personal data and 
simplifies regulations across the EU by unifying regulations

• Proposed – January 25th 2012

• Passed - December 17, 2015

• Adoption – Spring 2016

• Enforcement – Spring 2018



E.U. General Data Protection Regulation

• The language of “Privacy/Data Protection by 
Design” and “Privacy as the Default” will now 
be appearing for the first time in a privacy 
statute, that was recently passed in the E.U. 

–Privacy by Design

–Data Protection by Design

–Privacy as the Default



The Similarities Between
PbD and the GDPR

“Developed by former Ont. Information & Privacy 
Commissioner, Ann Cavoukian, Privacy by Design 

has had a large influence on security experts, 
policy markers, and regulators … The EU likes PbD 
… it’s referenced heavily in Article 25, and in many 

other places in the new regulation. It’s not too 
much of a stretch to say that if you implement 

PbD, you’ve mastered the GDPR.”
Information Age

September 24, 2015



The Decade of Privacy by Design



Landmark Resolution Passed to Preserve                    

the Future of Privacy
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

JERUSALEM, October 29, 2010 –A landmark Resolution by 

Ontario's Information and Privacy Commissioner, Dr. Ann Cavoukian, 

was approved by international Data Protection and Privacy 

Commissioners in Jerusalem today at their annual conference. The 

resolution recognizes Commissioner Cavoukian's concept of Privacy 

by Design - which ensures that privacy is embedded into new 

technologies and business practices, right from the outset - as an 

essential component of fundamental privacy protection. 

Full Article:
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

Adoption of “Privacy by Design”                           

as an International Standard



Why We Need Privacy by Design

Most privacy breaches remain 

undetected – as regulators, we 

only see the tip of the iceberg

The majority of privacy breaches remain           

unchallenged, unregulated ... unknown

Regulatory compliance alone, is unsustainable as                 

the sole model for ensuring the future of privacy



1. English

2. French

3. German

4. Spanish

5. Italian

6. Czech

7. Dutch

8. Estonian

9. Hebrew

10.Hindi

11.Chinese

12.Japanese

13.Arabic

14.Armenian

15.Ukrainian

16.Korean

17.Russian

18.Romanian

19.Portuguese

20.Maltese

21.Greek

22.Macedonian

23.Bulgarian

24. Croatian

25.Polish

26.Turkish

27.Malaysian

28.Indonesian

29.Danish

30.Hungarian

31.Norwegian

32.Serbian

33.Lithuanian

34.Farsi

35.Finnish

36.Albanian

37.Catalan

38. Georgian

39. Urdu

40. Afrikaans

(pending)

Privacy by Design:

Proactive in 40 Languages!



“Privacy by Design is considered one of the most 

important concepts by members of the Japanese 

Information Processing Development Center … 

We have heard from Japan’s private sector 

companies that we need to insist on the principle 

of Positive-Sum, not Zero-Sum and become 

enlightened with Privacy by Design.” 

— Tamotsu Nomura,

Japan Information Processing Development Center,

May 28, 2014

Letter from JIPDEC – May 28, 2014



Abandon Zero–Sum 
Either/or, Win/Lose

Paradigms!

(get rid of the “vs.”)



“Positive-Sum” 
Embrace 

Doubly-Enabling
Win/Win Solutions

(The Power of “And”)



Privacy by Design’s Greatest Strength –
Positive Sum: The Power of “And”

Change the paradigm 

from a zero-sum to 

a “positive-sum” model:

Create a win-win scenario, 

not an either/or (vs.)

involving unnecessary trade-offs

and false dichotomies …                      

replace “vs.” with “and”



Privacy by Design:

The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactive not Reactive: 

Preventative, not Remedial;

2. Privacy as the Default setting;

3. Privacy Embedded into Design;

4. Full Functionality:              

Positive-Sum, not Zero-Sum;

5. End-to-End Security:        

Full Lifecycle Protection;

6. Visibility and Transparency:           

Keep it Open;

7. Respect for User Privacy:            

Keep it User-Centric.



Operationalizing Privacy by Design

11 PbD Application Areas
• CCTV/Surveillance cameras in mass 

transit systems;

• Biometrics used in casinos and gaming 
facilities;

• Smart Meters and the Smart Grid;

• Mobile Communications;

• Near Field Communications;

• RFIDs and sensor technologies;

• Redesigning IP Geolocation;

• Remote Home Health Care;

• Big Data and Data Analytics;

• Privacy Protective Surveillance;

• SmartData.



Privacy Commissioner of Canada: 
Annual Report

“Organizations must also be more transparent 
and accountable for their privacy practices. 
Because they know their business best, it is only 
right that we expect them to find effective ways, 
within their own specific context, to protect the 
privacy of their clients, notably by integrating 
approaches such as Privacy by Design.”

https://www.priv.gc.ca/en/opc-actions-and-decisions/ar_index/201617/ar_201617/#heading-0-0-3-1

September 21, 2017



Privacy by Design Certification

Ryerson University has launched

Privacy by Design Certification 

lead by Dr. Ann Cavoukian,

partnering with Deloitte

Ryerson.ca/PBD/Certification

Privacy by Design Certification is being offered by the Privacy and Big Data Institute at Ryerson University and is not affiliated 

with the Information and Privacy Commissioner of Ontario, nor signifies compliance with Ontario privacy laws.





Privacy by Design:                                   
The Global Privacy Framework 

Dr. Cavoukian is offering a 
Privacy by Design Online Course

at Ryerson University 

Should you wish to sign up for the registration list, visit: 
www.ryerson.ca/pbdi  



Privacy by Design and the
Internet Engineering Task Force (IETF)

“The concept of Privacy by Design has gotten a lot 
of attention over the past few years and within the 
IETF we have tried to investigate how we can 
consider privacy in the design of protocols and 
architectural designs in a more systematic way.”

— Privacy Considerations for Internet Protocols, 
Internet Engineering Task Force (IETF), www.ietf.org



OASIS Technical Committee –
Privacy by Design for Software Engineers

• Commissioner Cavoukian and Professor Jutla are the         

Co-Chairs of a new technical committee (TC) of OASIS  

“PbD-SE (software engineers) TC;”

• The purpose of PbD-SE is to provide PbD governance and 

documentation for software engineers; and

• The PbD standards developed will pave the way for 

software engineers to code for Privacy, by Design.

- OASIS Technical Committee



Privacy and Security by Design



Technical Tools to Protect Privacy

• Encryption

• De-Identification

• Anonymization

• Design thinking



Do Not Overlook Design

“Design is often overlooked by users and regulators 
because it is not a panacea . . . while design is no 

cure-all, it can be more effective than laws, terms of 
service, or organizational policies because design 

affects every user.” 

-Professor Woodrow Hartzog,

Wired Magazine

April 9, 2015



“We Should Encourage Protective Design”

“We should pay attention when companies provide 
innovative design solutions to privacy problems and 
we should balk at designs that reflect carelessness 

with our personal information, reputation, and 
relationships.”

-Professor Woodrow Hartzog, 

Wired Magazine 

April 9, 2015



Privacy:
The Business Case



Privacy is                            
Good for Business !



The Bottom Line

Privacy should be viewed as a 
business issue, not a        

compliance issue

Think strategically and transform privacy into a 
competitive business advantage



Cost of Taking the Reactive Approach          
to Privacy Breaches

Proactive

Reactive

Class-Action
Lawsuits

Damage to 
One’s Brand

Loss of Consumer Confidence             
and Trust



“Trust takes years to build, 
seconds to destroy, and forever 

to repair.”

… And trust among the public is at 
an all-time low today

Guard Your Reputation



Edward Snowden

• Former NSA contractor

• Reached out to Laura Poitras and Glenn Greenwald

• Leaked thousands of documents from the NSA

• May 2013: Fled to Hong Kong

• June 2013: Sought asylum in Russia

The “Snowden Effect”

“Direct and indirect gains in public knowledge from the 
cascade of events and further reporting that followed [his] 
leaks of classified information about the surveillance state in 
the U.S.” 

Jay Rosen

https://en.wikipedia.org/wiki/Edward_Snowden



Edward Snowden’s Revelations

• Edward Snowden’s revelations have had profound implications for 
privacy, human rights, freedom, Internet governance, Internet 
commerce, international relations, and national security;

• Governments have largely concealed the size, scope, or purpose  
of their security programs, and in the process, undermined citizen 
trust in government;

• Transparency in law-making is essential to the health of any 
democracy, particularly with respect to intrusive state powers;

• Efforts to weaken encryption standards, as well as to co-opt 
communications service providers not only threaten an open and 
secure Internet, it has also set a chill at the heart of the North 
American Internet economy.



Pew Research Internet Project
• Public Perceptions of Privacy and Security in the 

Post-Snowden Era: November 2014

– There is widespread concern about surveillance  
by both government and business:

• 91% of adults agree that consumers have lost 
control over their personal information;

• 80% of social network users are concerned 
about third parties accessing their data;

• 80% of adults agree that Americans should be 
concerned about government surveillance;



Pew Research Internet Project (Cont’d)

– Most Americans are aware of the government’s 
monitoring of communications;

• Only 5% have heard “nothing at all” about 
government surveillance;

– There is little confidence in the security of 
common communications channels;

• 81% feel “not very” or  “not at all secure” using 
social media to share private information.



Pew Research Internet Project

There exists a Mismatch between Behavior and Attitude:

– Six out of  ten adults say they would like to do more to 
protect their privacy;

– 55% are willing to share some information in order to 
be able to use a service for free;

– Context is very Important: users will change their 
levels of disclosure based on the context.

http://www.pewinternet.org/2014/11/12/public-privacy-perceptions/

http://www.pewinternet.org/2014/11/12/public-privacy-perceptions/


The Online “Privacy Lie” Is Unraveling

“A large majority of web users are not at all happy … 
they feel powerless to stop their data being harvested 
and used by marketers.”

91% disagree that “If companies give me a discount, it 
is a fair exchange for them to collect information 
about me without my knowing.”

TechCrunch

http://techcrunch.com/2015/06/06/the-online-privacy-lie-is-unraveling/

Joseph Turow and Michael Hennessy, University of Pennsylvania

Nora Draper, University of New Hampshire

June 6, 2015



The Tradeoff Fallacy:
How Marketers are misrepresenting American consumers:

(cont’d)

• 71% disagree that “It’s fair for an online or physical 
store to monitor what I’m doing online when I’m 
there, in exchange for letting me use the store’s 
wireless internet, or Wi-Fi without charge;

• 55% disagree that “Its okay if a store where I shop 
uses information it has about me to create a 
picture of me that improves the services they 
provide for me.”

https://www.asc.upenn.edu/sites/default/files/TradeoffFallacy_1.pdf



2014 Survey of Canadians on Privacy
Office of the Privacy Commissioner of Canada

• 90% of Canadians expressed concern about the protection of 
their privacy;

• 78% feel at least somewhat likely that their privacy may be 
breached by someone using their Credit/Debit Card or 
stealing their identity;

• 70% of Canadians are concerned about the use of genetic 
testing for non-medical purposes;

• 73% feel they have less protection of their personal 
information than ten years ago;

• 60% have little expectation of privacy because there are so 
many ways it can be compromised.



Trends and Challenges:
Consumer Confidence

• People choose to give their business to firms 
with good “data hygiene” – new evidence 
suggests that consumers are seeking out 
companies that will protect their privacy.

— Forrester Research

http://www.forrester.com/home/


Consumer Confidence (Cont’d)

•62 % of respondents say they would “not at all be likely”             
to repeat a purchase from a company that had shared 
their personal information with a data broker;

•A growing awareness about companies’ uses of consumer 
data will lead consumers to expect simpler, much more 
graphical privacy policies – “misuse and abuse of data  
will impact profitability;”

•Companies should respond by “stress-testing” their data 
operations, and turn their privacy policies into a 
marketing opportunity.

— Forrester Research

http://www.forrester.com/home/


Privacy and Marketing



“Privacy by Design Is a Starting Point 
That Leads to Long-Term Benefits”

Jessica Kernan

Advertising Age 

Oct, 28 2014



“By adopting a privacy-by-design 
mentality, we can begin to transform 

ideas like these into best practices 
that have long-term benefits for 

both consumers and brands. 
Let's lead the way.”

Jessica Kernan

Advertising Age 

Oct, 28 2014



Three Key Points to Help Marketers: 

1. Integrate data planning as an upstream 
design discipline;

2. Evolve from fine print to more transparent 
disclosure strategies;

3. Make Privacy a positive part of the brand 
experience.

Jessica Kernan

Advertising Age 

Oct, 28 2014



Bering Media

• Bering Media developed a cookieless technique to 
allow ISPs to provision location-based advertising to 
their customers without disclosing their geolocation 
data – win/win;

• Using a unique double-blind, privacy-enabling data 
architecture, they deliver both privacy and utility;

• Bering Media embraced Privacy by Design from the 
start to form the basis of their platform;

• They were recently acquired by Audience Partners.



10 Take-Aways from Dr. Cavoukian’s Talk
• Privacy is not about secrecy, it's about control.

• Many believe you can either have privacy or security, but security and 
privacy can co-exist.

• Six out of 10 Americans are distrustful of their government.

• Zero-sum thinking will only hold you back. Embrace doubly-enabling 
systems: marketing and privacy.

• Focus on integrating data planning as an upstream design discipline.

• Evolve from fine print to more transparent disclosure strategies.

• Make privacy a positive part of the brand experience.

• Increase consumer trust right out of the gates. Privacy can be your 
competitive advantage.

• Be deliberate and proactive: lead with Privacy by Design rather than 
privacy by chance.

• Privacy is good for business!

Canadian Marketing Association



Explosion of 
Data Breaches



Trends and Challenges:
An Epidemic of Breaches

• From 2005 to 2013, there were 4,167 reported breaches involving 
663,587,386 individual records; 30% of those whose records are 
breached became victims of identity theft.

— Privacy Rights Clearinghouse

• The average cost of breach per record/individual in 2013: $201
— Ponemon Institute

“Data breaches are a fact of life in the United States.” 
– Mallory Duncan,

Vice President, National Retail Federation 

https://www.privacyrights.org/
https://www4.symantec.com/mktginfo/whitepaper/053013_GL_NA_WP_Ponemon-2013-Cost-of-a-Data-Breach-Report_daiNA_cta72382.pdf
http://www.nrf.com/modules.php?name=Contacts&op=viewlive&sp_id=40


Data Breaches

• 43% of companies experienced a data breach in the last 
year; representing an increase of 10% from last year; 

• The size of the breaches are increasing;

• 80% of breaches have employee negligence as their root 
cause;

• 27% of companies do not have a data breach plan.

Ponemon Institute – September 2014



Target Breached

Target has spent $146 Million to resolve its   
data breach-related issues since the                  

4th quarter of 2013

Financial Post,

February 2, 2015



Target CEO - Significant Casualty



Canadian President of Target Fired



Data Breaches Continue
• Target
• Home Depot
• Neiman Marcus
• J.P Morgan Chase
• Dairy Queen
• Kmart
• Dropbox
• Sony
• Equifax



U.S. Office of Personnel Management 
(OPM) Data Breach

• 21.5 million records stolen

– Security Clearance Information

– Personal Details of current and former Federal 
Employees

– Fingerprints, etc.

• Katherine Archuleta, Director of OPM : Resigned

• Donna Seymour, OPM’s CIO : Resigned

• Lack of mechanisms to detect outside intrusion

• Lack of proper encryption of sensitive data



Cyberattack deals crippling blow to 
Canadian government websites

“A cyberattack crashed federal government 
websites and e-mail for nearly two hours … 
an incident that raises questions about how 
capable Ottawa’s computer systems are of 
withstanding a sustained assault on their 
security.”

http://www.theglobeandmail.com/news/national/canadian-government-websites-appear-to-have-been-

attacked/article24997399/

-The Globe & Mail,

June 17, 2015



Cyberattack deals crippling blow to 
Canadian government websites (cont’d)

“ The attack began some time after noon ET and 
individuals purporting to be part of the 
hacktivist group Anonymous later claimed 
responsibility, saying they were protesting the 
passage of C-51, anti-terror legislation that gives 
new powers to intelligence and security 
agencies. ”

http://www.theglobeandmail.com/news/national/canadian-government-websites-appear-to-have-been-

attacked/article24997399/

-The Globe & Mail,

June 17, 2015



Feds made 5,670 privacy breaches last year; 
CRA worst offender

• 5,670 privacy breaches involving 45,797 
people were reported by federal departments 
in 2015;

• 305 breaches involving 17,059 people were 
serious enough to report to the privacy 
commissioner;

• CRA was worst offender: responsible for 3,868 
breaches.

http://www.ctvnews.ca/canada/feds-made-5-670-privacy-breaches-last-year-cra-worst-offender-1.2861814

https://privacynewshighlights.wordpress.com/2016/04/19/9-18-april-2016/

CTV News

April 15, 2016

http://www.ctvnews.ca/canada/feds-made-5-670-privacy-breaches-last-year-cra-worst-offender-1.2861814
https://privacynewshighlights.wordpress.com/2016/04/19/9-18-april-2016/


The Ashley Madison Hack

• The Ashley Madison hackers … posted personal 
information like e-mail addresses and account details 
from 32 million of the site’s members.

• The [hacker] group claimed two motivations:

1) Ashley Madison’s core mission of arranging 
affairs between married individuals;

2) Ashley Madison’s business practices such as 
requiring $19 for the privilege of deleting user’s 
data from the site.

http://fortune.com/2015/08/26/ashley-madison-hack/

Robert Hackett

August 26, 2015

Fortune.com



July 25, 2015

http://www.torontosun.com/2015/07/26/demand-protection-of-your-privacy



Data Breach Response Times

• A study from the cybersecurity firm FireEye 
found that it takes an average of 229 days to 
detect a data breach;

• 2/3rds of organizations discover data breaches 
after being alerted by a third party;

• A big challenge in detecting data breaches is 
data overload.

-Bank Info Security,

http://www.bankinfosecurity.com/speeding-up-breach-detection-a-7604/op-1



“Data Breaches Rampant in Canada”

• More than 36% of Canadian IT professionals say they 
experienced a significant breach in the past 12 months;

• 56% of respondents said that actual threats sometimes 
“fall through the cracks;”

• Corporate systems face a 24/7 barrage of attacks;

• 89% of respondents said they knew of a company who 
had a experienced a data breach because of an inside 
threat.

-Hamilton Spectator, 

http://www.thespec.com/news-story/4765280-data-breaches-rampant-in-canada/



Identity Theft

• The fastest growing form of consumer 
fraud;

• Can cause you enormous pain – wreaking 
havoc on many aspects of your life;

• Identity theft can plague you for years 
and may impact various areas of your 
life: to be avoided, at all costs!



Big Data



Big Data

• 90% of all data was created within the last 2 years;

• Big Data analysis and data analytics promise new 
opportunities to gain valuable insights and benefits 
– new predictive modes of analysis;

• But, it will also enable expanded surveillance, 
increasing the risk of unauthorized use and 
disclosure, on a scale previously unimaginable.



Big Data Technology is Not Foolproof

• “Despite rampant interest from enterprise 
leaders and often sizeable investments in     
Big Data technologies, many programs still 
sputter or fail completely.”

— Evanta Leadership Network,

May 29, 2014.

https://www.leadershipnetwork.com/


“Big Data is moving from its 
inflated expectations phase                                      
to a trough of disillusionment.”

— Gartner Hype Cycle, 
April 2014

From Inflated Expectations to a        
“Trough of Disillusionment” 

http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp


2013 Data Scientists Conference

88% of the Data Scientists surveyed said 
they were concerned about privacy and 
that consumers should worry about the 
privacy issues associated with Big Data.

- JSM 2013 Conference 



MIT Big Data Expert                                  
Calls for Privacy

“MIT Professor Alex Pentland has proposed a 
‘New Deal on Data,’ which calls for individuals  
to own their data and control how it is used 
and distributed.”

— Measuring Idea Flows to Accelerate Innovation, 
New York Times, April 15, 2014.

http://bits.blogs.nytimes.com/2014/04/15/m-i-t-s-alex-pentland-measuring-idea-flows-to-accelerate-innovation/?_php=true&_type=blogs&_r=0


“But while big data promise much to scientists, 
entrepreneurs and governments, they are doomed 
to disappoint us if we ignore some very familiar 
statistical lessons. There are a lot of small data 
problems that occur in big data. They don’t 
disappear because you’ve got lots of the stuff … 
they get worse!” — David Spiegelhalter, 

Winton Professor, Cambridge University

— Big data: are we making a big mistake? 

FT Magazine, March 2014.

Quantity Does Not Equal Quality

http://www.ft.com/cms/s/2/21a6e7d8-b479-11e3-a09a-00144feabdc0.html#axzz30IA2riwY


Context is Key

• Performing data analytics on context-free data 
will only yield correlations (which at times, will       
be spurious);

• By adding context as a feature in the analytics,  
we may be able to impute causality – which has 
the potential to be invaluable in our analyses.



Privacy Breeds Innovation:                            
It Does NOT Stifle It!

• The argument that privacy stifles innovation reflects a dated,    
zero-sum mindset;

• The notion that privacy must be sacrificed for innovation is a false 
win/lose dichotomy, consisting of unnecessary trade-offs;

• The opposite is true – privacy drives innovation – it forces 
innovators to think creatively to find solutions that will serve 
multiple functionalities;

• We need to abandon zero-sum thinking and adopt a positive-sum 
paradigm where both innovation and privacy may be achieved –
we need a new playbook!





— Commissioner Cavoukian

“Privacy is just as Big as           
Big Data. The tools exist to 
systemically protect personal 
information and bring about 
the benefits of Big Data. 
Together we can ensure that 
Big Data and ‘Big Privacy’ 
can both be accomplished to 
enable win-win scenario.”



Privacy and Security by Design



“There are considerable 
risks in abandoning           
de-identification efforts, 
including the fact that 
individuals and 
organizations may simply 
cease disclosing de-
identified information for 
secondary purposes, even 
those seen to be in the 
public interest.”

— Commissioner Cavoukian



Can Privacy and Big Data Co-exist?
(Yes!)

SecTor, Canada's Premier IT Security Conference: www.SecTor.ca

http://www.sector.ca/


The Myth of Zero-Risk 



Zero Risk Doesn't Exist



Essential Need for Strong                                   
De-Identification Protocols 

Strong de-identification, combined with a risk 
of re-identification framework, paves the way 

for use of the de-identified data, while 
strongly preserving privacy: win/win!

Health-related research, in particular benefits 
enormously from this practice.



Data Minimization 

• Data minimization is the most important 
safeguard in protecting personally identifiable 
information, including for a variety of research 
purposes and data analysis;

• The use of strong de-identification techniques, 
data aggregation and encryption techniques, are 
absolutely critical.



Dispelling the Myths about 
De-Identification…

• The claim that de-identification has no 
value in protecting privacy due to the 
ease of re-identification, is a myth;

• If proper de-identification techniques 
and re-identification risk management 
procedures are used, re-identification  
becomes a very difficult task;

• While there may be a residual risk of 
re-identification, in the vast majority 
of cases, de-identification will strongly 
protect the privacy of individuals when 
additional safeguards are in place. 

www.ipc.on.ca/English/Resources/Discussion-

Papers/Discussion-Papers-Summary/?id=1084



5 Recent Standards on De-Identification, 
Taking a Risk-Based Approach

1. Institute of Medicine:

Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk
Committee on Strategies for Responsible Sharing of Clinical Trial Data

2. HI Trust: Health Information Trust Alliance:

De-Identification Framework: 
A Consistent, Managed Methodology for the De-Identification of Personal Data and 
the Sharing of Compliance and Risk Information



5 Recent Standards on De-Identification, 
Cont’d.

3. Council of Canadian Academies:

Accessing Health and Health-Related Data in Canada
The Expert Panel on Timely Access to Health and Social Data for Health Research and 
Health System Innovation

4. PhUSE Pharmaceutical Users Software Exchange:

De-Identification Standard for CDISC SDTM 3.2
PhUSE De-Identification Working Group

5. NISTIR 8053 De-Identification of Personal Information 
National Institute of Standards and Technology



Innovate with De-Identified Data

• De-Identification and data minimization are among 
the most important safeguards in protecting personal 
information;

• You should not collect, use or disclose personal 
information if other data (i.e., de-identified, 
encrypted or obfuscated) will serve the purpose;

• The use of strong de-identification, aggregation, and 
encryption techniques are absolutely critical, and 
readily available.



“There are considerable 
risks in abandoning           
de-identification efforts, 
including the fact that 
individuals and 
organizations may simply 
cease disclosing de-
identified information for 
secondary purposes, even 
those seen to be in the 
public interest.”

— Commissioner Cavoukian



Internet of Things
(IoT)



Internet of Things: Three Broad Categories

1) Wearable Computing:

– Everyday objects

• i.e. Google glass, Apple watch, Nymi band

2) Quantified Self:

– Record information about one’s habits, lifestyle 
and activities

– i.e. Fitness and sleep trackers

3) Home Automation:

– Computer controlled thermostats, light bulbs, 
smart meters, the smart grid, etc. 



Internet of Things: Privacy Risks

• Third party monitoring removes control of one’s 
information from the individual involved;

• The nature of the devices may make it more difficult 
to obtain consent before data collection begins;

• Specific instances of data collection may not seem 
important on their own, but when aggregated, they 
can create a comprehensive picture of a person that 
may be extremely harmful to the individuals 
involved, especially in the hands of unauthorized 
third parties.



EU Article 29 Working Party

• Recommendations on the Internet of Things:

– Make privacy the default setting … follow Privacy by Design;

– Delete all raw data after processing;

– Respect a user’s self-determination over their own data, and 
seek consent in a user-friendly way;

– Be transparent about how a user’s data is being used;

– When sensors are continuously collecting one’s personal 
data, remind users of this surveillance activity;

– Ensure that data published to social platforms remain 
private, by default;

– Users should not be penalized for failing to consent;

– Data should be De-Identified, except when necessary.



Privacy Commissioners Declaration
36th Int’l Conference of Data Protection and Privacy Commissioners

on the Internet of Things

– The value of Internet of Things (IoT) is not only in the devices, 
but in the services that arise from their use;

– Connectivity is ubiquitous: it is the joint responsibility of all actors 
to ensure trust in connected systems : Transparency is Key;

– Protection should begin from the moment data that is collected;

• “Privacy by Design should be the key selling point of 
innovative technologies”

– Strong, active and constructive debate is necessary to overcome 
the huge challenges presented by the developers of IoT.

-September, 2014

Mauritius



FTC expresses concerns over Mobile 
Health Apps

• The U.S. Federal Trade Commission (FTC) has expressed 
concerns with the risks associated with the Health Information
collected by the Apple Watch and HealthKit platform;

• Data stored in mobile health apps are not covered by  HIPAA;

• FTC found that 12 mobile health and fitness app developers 
were sharing user information with 76 different parties;

• The FTC would like to ensure that developers have the 
necessary safeguards to protect personal health information.



IoT Fears Relating to Tracking

“Earlier this year, Symantec Corp. 
analyzed a number of [wireless] 

wearable products and found that 
all hardware-based devices were 

100% trackable.”

Anura Fernando 

The Privacy Advisor 



FTC and Privacy by Design

“Privacy and international issues will remain important parts of 
the FTC’s agenda. Privacy by Design is now a key pillar of our 
privacy work … as we work to champion the interests of 
consumers.”

In 2011, the FTC issued a report, under former Chairman, Jon 
Leibowitz, Protecting Consumer Privacy in an Era of Rapid 
Change, recommending 3 best practices – the first being that 
companies adopt a Privacy by Design approach by building 
privacy protections into their everyday business practices.

– Edith Ramirez
Chairwoman, U.S. Federal Trade Commission,

April 3, 2013.

http://ftc.gov/opa/2012/03/privacyframework.shtm


Privacy and Security by Default 

“With the personal data of millions potentially at 
stake, wearable manufacturers, whether their 

products are regulated as a medical device or not, 
should incorporate as a default standards-based 
privacy and security controls into their product 

infrastructures.” 

Anura Fernando 

The Privacy Advisor 



FTC Issued Report on Protecting Consumer Privacy

The final report called on companies handling consumer data to 
implement recommendations for protecting privacy:

• Privacy by Design – companies should build in consumers' privacy 

protections at every stage in developing their products. These include reasonable 
security for consumer data, limited collection and retention of such data, and 
reasonable procedures to promote data accuracy;

• Simplified Choice for Businesses and Consumers – companies 

should give consumers the option to decide what information is shared about 
them, and with whom. This should include a Do-Not-Track mechanism that would 
provide a simple, easy way for consumers to control the tracking of their online 
activities.

• Greater Transparency – companies should disclose details about their 

collection and use of consumers' information, and provide consumers access to 
the data collected about them.

Protecting Consumer Privacy in an Era of Rapid Change

http://ftc.gov/opa/2012/03/privacyframework.shtm


Proposed Approach to Internet of Things: 
Data Security

1. Security by Design
– Build security into devices from the outset;

2. Data Minimization
– Data which isn’t collected can’t fall into the wrong hands;

3. Notice and choice for unexpected uses
– Consumers should be given clear, simple notices of how 

their data will be used, along with a consent mechanism. 

Edith Ramirez – US FTC chairwoman 



FTC Report on IoT:
The Internet of Things

• Security Risks:

– Unauthorized access to and Misuse of personal 
information;

– Risks to personal safety;

• Privacy Risks:

– Making data, credit, insurance or employment decisions 
based on collected data;

• Privacy and Security risks could undermine consumer 
confidence and impede technologies from meeting            
their full potential.



There is an Essential                    
Need to Embed Privacy

into IoT
and Mobile Devices,

by Design



For IoT To Succeed, Engineers           
Must Build in Privacy

“Most engineers are still wrapped up in the 
basic infrastructure of IoT. As a result, more 
abstract ideas such as personal privacy can 

quickly fall by the wayside.”

-Cliff Ortmeyer,

Global Solutions Development

April 24, 2015



“The Perfect Storm of Privacy Exposure”

“Health and wellness apps that collect 
highly sensitive data and use third parties 
who are not  sensitized to the appropriate 

handling of such data. . . make for the 
perfect storm of privacy exposure.” 

-Steven Rosa, 

Privacy Tech

April 6, 2015



Privacy is                            
Good for Business



The Bottom Line

Privacy should be viewed as a 
business issue, not a        

compliance issue

Think strategically and transform privacy into a 
competitive business advantage



First “Privacy Marketplace” at the 
International Consumer Electronics Show 

in Vegas

“ Privacy is a hot issue right now. It’s on everyone’s radar … 
Consumers asking about privacy – that was the big takeaway. 

These companies in the privacy marketplace, in large part aren’t 
advocates. They’re entrepreneurs looking to capitalize on market 
opportunity. They expect a larger privacy marketplace next year 
and for brands to incorporate “privacy” into their marketing… 

Anyone, everyone, can understand the need for privacy.”

Victor Cocchia
CEO, Vysk

Speaking at CES: Jan, 2015



Take-Aways:                                 
What to do and 

What NOT to do!



Make Privacy a 
Positive Brand …

By Design!



Risk Mitigation Strategies 

“Boards really want to understand the operational 
risk to their company, along with the plans for how 
one wants to handle risk and reduce the impact.”

-Jim Anderson

BAE Systems Applied Intelligence



Do you have a Data Map?

• Do you know how personally identifiable data 
flows throughout your organization? 

• Do you know if the necessary permissions have 
been obtained? 

• Do you know if the data flows outside your 
organization to third parities? (authorized or not)

• Do you have a risk mitigation strategy? 



Privacy Impact Assessments
(Intended to be an Analytical Process)

“The goal of a PIA is to identify and address 
privacy risks when planning, designing, acquiring 

and implementing new programs, systems, 
processes, practices, services, technology, 

applications that involve personal information.”

Eric Lawton,

Privacy and Access Council of Canada,



Data Breach Response

• Do you have a Data Breach Protocol in place, that 
kicks in the minute you get a data breach?

• Have all your staff been trained to follow the 
protocol? 

• Do they know exactly what to do as soon as they are 
alerted of a data breach?



Elements of a Breach Response Plan
Before a Breach:
• Plan for a breach before it happens;

– When is notification necessary?
– When and how to notify?
– What to include in the notification?
– Others to notify?

After a Breach:
• Contain the harm; 

• Notify: 
– The appropriate Authority;
– All affected Individuals;

• Report and Investigate.



Privacy Breach Protocol

• Develop a privacy breach protocol 
to assist staff in your organization 
with identifying privacy risks, 
potential breaches, and actual 
breaches;

• Ensure that all appropriate staff 
receive training regarding the 
protocol and that they know 
what their responsibilities are       
in the event of a breach.



Unauthorized Access

• Beware of rogue employees – unauthorized access to PII 
is always worse when it is intentional;

• “Curiosity” is no excuse – an inside job will be more 
harmful to your company, pointing to the weaknesses in 
your infrastructure;

• Get ahead of the harm with ongoing employee training 
and awareness – employee education is key;

• Poor information management practices are no excuse.



Involve your IT Staff, 
right from the outset! 

(get rid of the silo’s) 



Message to Senior Executives:
Get on Board!

• Is your CEO and Board of Directors engaged?

• Privacy management flows more smoothly 
when Senior Executives buy into the value of 
privacy to enhancing the bottom line, and 
how proactive privacy measures – by Design, 
can yield a competitive advantage.



What can YOU do to protect 

your privacy?



1) Act Responsibly – Think before you 
send!

2) When shopping / buying products or 
services: Don’t give away your personal 
information!

3) Guard your privacy and that of your 
family: it may be fleeting in this online 
world.

What can YOU do to protect 
your privacy?



1) Act Responsibly – Think before you send!

- Restrict your use of personally 
identifiable data online: Do you really 
want to share all that information with 
everyone online?

- Consider using a private, anonymous 
search engine like oscobo.co.uk            
(no tracking; just search).



2) When shopping / buying products or services:
Don’t give it away!

• Don’t give away your phone number, 
postal code, or any other personal data 
just because they asked for it.

• Why do they want it? How will it be 
used? 

• Ask them to explain why they need this 
information and how they intend to keep 
the data protected.



3) Guard your privacy and that of your family

- Tell your kids and grandchildren not to 
engage in “sexting” – it will come back to 
haunt them down the road;

- Consider using encryption for very 
sensitive information;

- Don’t use obvious passwords: consider 
using the same word in two languages, 
with some numbers interspersed.



Concluding Thoughts

• Privacy and security risks are best managed by 
proactively embedding the principles of Privacy by Design 
– prevent the harm from arising – avoid the data breach;

• Focus on prevention: It is much easier and far more      
cost-effective to build in privacy and security, up-front, 
rather than after-the-fact , reflecting the most ethical 
treatment of personal data; 

• Abandon zero-sum thinking – embrace doubly-enabling 
systems: Privacy and Security; Privacy and Data Utility;

• Get smart – lead with Privacy – by Design, not privacy           
by chance or, worse, Privacy by Disaster!
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